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Cybercrime Investigation Body Of Knowledge
Managers Course

Overview

Based on the common framework, this course is aimed to enable managers to understand the
skill and knowledge necessary to build and manage organization which deals with cybercrime
investigations. Through this course, you will learn what you need to do in order to build and
operate a cybercrime investigations organization.
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RESelUtion

The Cybercrime Investigation Framework shows the five elements necessary for managers of
investigations organization to build and operate their organization. It also includes Cybercrime
Investigation Execution Framework for the purpose of organization management , which shows
the knowledge areas and its essence that are required for investigators belong to the
organization as a purpose of organization management.
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Learning Goals

* To be able to understand the specific management perspective you need to have as a
management responsible, when you build and operate a cyber crime investigation team, private
company risk management team or CSIRT.

* To be able to understand management methods such as how to organize the relationship
between the activities of entire organization and the team dealing with cyber incident or how to
arrange resources, etc. as a supervisor of cybercrime investigation team, risk management team
in private company or CSIRT.

Topics (1-day course)

@ CIBOK Chapterl0 Management Framework
v’ The Management Framework in Cybercrime investigation team or response team

Strategy and Governance
Budget Management

Human resources (personnel)
Performance Management
People Management

Tool Management

Risk Management

@ CIBOK Cyber Crime Investigation / / Execution Framework
v’ Cybercrime and its investigation and type
v’ Cybercrime Artifact ,Scope of Cybercrime
v’ Source of Evidence ,Method of collection
v’ Analysis of evidence and building intelligence
v’ Resolution and information sharing

Who should take this course

* Managers in law enforcement agencies
* Supervisor in law enforcement agencies

Prerequisites

* Those who are in the positon of management ( or Those planned to take place)
* Those who have General knowledge of cyber security
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